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Password Security

Passwords prevent other people from accessing our computers, our personal emails, or 
important websites. Coming up with a new password can be difficult and it’s tempting to use 
the same password for everything. It’s important to choose different passwords that are hard 
to guess. 



How could I guess your password?

Lets pretend we were trying to break into someones account.  
What might be an easy to guess password? 
What types of password would be easy for a human to guess? 

Ask the learners to guess or name passwords they think someone might use 

Examples might include: 
Simple word or phrase 
Something related to you (Names of relatives, Date of Birth, Hobbies) 
A well-known name or catchphrase



What was the most common  
password in 2018?

It turns out that most people have guessable passwords  

A security company gathered together a massive used passwords.  
This was a list of over 5 millions passwords that had been leaked or posted on the Internet. 
They looked at the list and tried to work out what was the most common used passwords 
were.  

Ask the learners:  What do you think the most common password in 2018 was? 



123456

Yes! This was top of the list! Hopefully that isn’t your password… 



Most Common Passwords 2018

123456 

password 

12345 

football 

qwerty 

welcome

abc123 

123123 

!@#$%^&* 

dragon 

iloveyou 

monkey

login 

princess 

donald 

sunshine 

passw0rd 

This is some of the most common passwords according to the security company (SplashData) 

10% of people on the list used one of the 25 worst passwords! You have one in ten chance of getting into their account. 
3% of people used 123456 

In the previous year, 91% of all user passwords sampled all appear on the list of just the top 1,000 passwords! 

So people who thought they were coming up with a really secure and difficult password actually was in the list of the top 
1,000 most common used passwords.  

For info: According to SplashData, the over five million leaked passwords evaluated for the 2018 list were mostly held by 
users in North America and Western Europe. https://www.teamsid.com/splashdatas-top-100-worst-passwords-of-2018/ 



How secure is your password?

So, how secure is your password then?  
It’s not just someone behind a computer trying to type in passwords and guess them.  

A password cracker is a malicious program used by computer hackers to try and guess passwords. Some crackers can 
guess millions of passwords every second. A smart cracker will start by guessing commonly used words and names. 

Let’s see how secure passwords are when they come up against a password cracker... 



How long might it take 
to guess a password? 

Try this (Link 1)

You can use the link below to test out some passwords and see how secure it would be against a password cracker.  

Follow the link and type in a password that everyone thinks might be easy to guess: “flower” “football”. 
Show that powerful computers can “crack” a password very quickly. Suggest that learners don’t type their actual passwords in, but they might type something similar to 
their password. 

A “botnet” is when when cyber criminals infect other computers with a virus that lets them control those computers. They then use their combined power to help them break 
millions of passwords. 

A password like this “Gl@sg0w!18” against a botnet could be broken in less than a week  

http://password-checker.online-domain-tools.com/  

http://password-checker.online-domain-tools.com/


How to pick a more secure password

There is a better method of choosing a more secure password that is not only hard for a 
human to guess but it is also difficult for a password cracker to break. 



Traditional Password Advice

- Minimum of 12 characters 
- Mixture of numbers, symbols and upper and lower case 

letters 
- Not a dictionary word or combination of dictionary words 
- No obvious substitutions 

But there is a better way…

- This is the traditional method that we’ve been told makes a strong password.  
- But this is no longer secure against a botnet attack and… 
- Ask the learners: what else is the problem with choosing a password like this? No one will do this, no one would 

remember the password. 
- Very difficult to remember a password like this when it’s a mix of symbol and letters.  



A good password should be  
easy to remember, but hard to guess

You need to choose a password that is easy for you to remember but also hard to guess. Not just for a human to guess but also something like a password cracker.



Passphrase Method (1)

Make your password 4 random words strung together: 

“square vogue galaxy bacon” 

“the lord of the rings trilogy” 

“my big red chair” 

“tooth whale swish bananas”

The best way to choose a strong password is using the passphrase method. The idea is choose 3 or 4 random words and you put them together to create 
your secure passphrase/password.  

Password entropy is a measurement of how unpredictable a password is. A bit like how random, and unpredictable, is your password.  
Things that factor into this measurement is if your password contains things like lowercase, uppercase, numbers as well as symbols.  

One of the most important factors that affect password entropy is password length. So, longer password can be simpler than a shorter one and still be 
effective. The longer your password is the more secure it is.  



Passphrase Method (2)

Make your password 4 random words strung together: 

“square vogue galaxy bacon” 

“the lord of the rings trilogy” 

“my big red chair” 

“tooth whale swish bananas”

The most important thing to remember here is that the words need to be random. For example, “the lord of the rings trilogy” would be a terrible 
combination because it’s a well-known film/phrase and the word makes sense together. “my big red chair” would also be bad because the words make 
grammatical and logical sense together.   

But, something like “square vogue galaxy bacon” or “tooth whale swish bananas” is random. The words don’t make sense together and aren’t in 
grammatically correct order, which is good.  It should also be much easier to remember than a traditional random password.



Easy to Guess Hard to Guess

Easy 
to 
Remember Karen crouching elephant 

dance

Hard 
to  
Remember Hys4 rH3orex2£!

A good password is hard to guess, but easy to remember. 
  
1.A name is easy to remember, but wouldn’t be difficult to guess. 

2.This is secure, but easy to remember. Just think of a crouching elephant going doing the twist. It could take a cracker over a million years to guess this password correctly. (You could try it 
out on the password cracker tool from previous slides) 

3.This looks complicated but could take a cracker less than 2 seconds to guess. It’s too short! 

4.  This could take a cracker over 1000 years to crack, but it’s hardly memorable. 



How can you be really random??

But it’s not as easy as just getting you to name 3 random words. 

If I asked you to name three random words, you might accidentally, subconsciously, choose words that are relevant to you. 
So, I might say coffee, or computer...or I might choose something I can see from my desk. 

To get around that, to be truly random, you could use a technique called diceware. 
There is a list of words called the “Diceware list” - this is a massive collection of words with numbers beside them. 

This is when you take a fair dice, and you roll it a few times to generate a random number.  
Then you look up that random number from a list of words and that’s the word you use.  
You do this a couple of times to get your passphrase.  

Or you could get someone else to do it for you... 



Mira Modi, 11, began a small business, where she generates six-word Diceware passphrases by hand. 

She’s selling them for $2 each. 

You email her and she’ll throw the dice to generate you a secure password, then she posts it to you. 

"People are worried that I will take your passwords, but in reality, I won’t be able to remember them," she told Ars. "But I don’t store them on any computer anywhere. As far as I know there 
is only one copy of your password.” 

As she reminds customers on her website: "The passwords are sent by US Postal Mail which cannot be opened by the government without a search warrant." 



Diceware Task 
Try this (Link 2)  

and (Link 3) 

Create a secure password using the Diceware Worksheet.  

Throw the die to generate your random number and then look up the number on the wordlist. Repeat 3 times (3 words) to create your unique 
passphrase. If you have short words with only a couple of letters, you might want to add another word on the end to make your passphrase longer and 
more secure. E.g. swimming  

https://cra.igsteele.com/cybersecurity/files/dicewarewordlist.pdf
https://digitalskillseducation.com/uniontrainer/files/diceware_worksheet.pdf


Security tool: Password Manager (1)

• Automatically creates and stores secure passwords. 
• Only need to remember one password to access them. 
• Can be shared safely between people/devices

You should have a secure and different password for every login you have. If you used the same password for many accounts and one of the websites got leaked, your other accounts 
using the same password would not be secure.  

To help remember lots of passwords you can use a tool called a Password Manger. Imagine it like a vault or safe where you keep all your passwords together in the one place and you have 
the key (the one password) to let you in to see the files.  

This one password should be secure and memorable to help you get into the files. The password manger app is safely stored on your iPad/iPhone or laptop. It generates unique secure 
passwords for your accounts. The app itself is encrypted which means nobody can get into the files (unless they know the password to get in). This means, if you forget the one password 
you set up there would be no way that you could see your passwords, you would have to reset all your passwords.  



Security tool: Password Manager (2)

•1Password 
•Dashlane 
• iCloud Keychain

This one password should be secure and memorable to help you get into the files. The password manger app is safely stored on your iPad/iPhone or laptop. It 
generates unique secure passwords for your accounts.  

The app itself is encrypted which means nobody can get into the files (unless they know the password to get in). This means, if you forget the one password you set 
up there would be no way that you could see your passwords, you would have to reset all your passwords.  



Dashlane – How to use a password manager tool. 

Master Password – You must remember this one! Make it secure and easy to remember, maybe a passphrase? 
You can use Touch ID to help you get into app but it will ask you still for a Master Password every so often so don’t forget it! 

Keep in mind that if you forget your master password, they will not be able to generate a new one and send it to one: for security reasons, your master password is not stored on their servers and your data cannot be decrypted without it. You are the only one to have the key to your data! 

You will then be prompted for your email address. This will be your Dashlane ID, which you will use to log in to your Dashlane account on all your devices if you choose to link other devices. The Dashlane confirmation emails will also be sent to this email address. 

Settings : Help  - Gives you how to guide 

https://support.dashlane.com/hc/en-us/articles/208725425-How-to-add-logins-passwords-and-data-on-iOS?utm_source=email&utm_medium=appboy&utm_campaign=001b6c6e-4750-4a94-9ef5-b9ef638388e7&utm_content=1&utm_term=en 



To add passwords: 
To add a password, go to the Passwords section and then tap on the plus sign to add a new password. Make sure you enter the URL for the site in the Website field or simply choose one of the sites represented by icons in this window. 

You need to add your login and password for this site. You can also add a category if you like. When you have finished, tap on "Add" at the top right. 

As you enter your password in the password credential, a coloured bar will indicate you the strength of your password: From Weak (red), to fairly complex (orange), to complex (green). 



By clicking on Generate, Dashlane can create for you strong passwords automatically. Several options enable you to customize your password's length and add digits, letters and symbols. 

When you look at your password in the Passwords section, you have a few options: 
Go to the website by tapping Login next to the URL. 
Copy password or see password by tapping on Copy or on the Eye logo next to the password 
Send this securely to someone who does or doesn't have Dashlane by tapping on Share password at the bottom of the screen.  

You can also Edit your password and change any details or add a note by tapping on the Edit button at the top right of the screen.. 

You can store lots more information in Dashlane, including secure notes or credit card details etc.  

https://support.dashlane.com/hc/en-us/articles/208725425-How-to-add-logins-passwords-and-data-on-iOS?utm_source=email&utm_medium=appboy&utm_campaign=001b6c6e-4750-4a94-9ef5-b9ef638388e7&utm_content=1&utm_term=en



Recap

Password Security 

• Pick a different password for each service 

• Create a strong, memorable passphrase using 3 or 4 words 

• Use tools like Password Managers to store passwords securely

Recap: 

Have a different password for each service that you use.  

Have strong, memorable passphrase using 3 or 4 words. 

Use a Password Manager tool to help create strong passwords and store the securely in one place.  




